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COSO & ISO

COSO

Internal Control - integrated Framework
Enterprise Risk Management
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COMPO i Principle
NENTS
Eg\';‘;g:\ll > | Demonstrates commitment to integrity and ethical values
MENT Exercises oversight responsibility
Establishes structure, authority, and responsibility
Demonstrates commitment to competence
Enforces accountability
RISK ASSESS 4 | Specifies suitable objectives
MENT . -
Identifies and analyzes risk
Assesses fraud risk
Identifies and analyzes significant change
CONTROL 3 |Selects and develops control activities
ACTIVITIES Selects and develops general controls over technology
Deploys through policies and procedures
INFORMA 3 |Uses relevant information
TION &COM - .
MUNICA Communicates internally
TION Communicates externally
MONITOR 2 _ l .
ING activities Conducts ongoing and/or Separate evaluations

Evaluates and communicates deficiencies

TOTAL
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ERM2_ % # © 2016

Ny

Mission, Vision, Strategy and | Enhanced
and Core Values Business Objectives Performance

Risk Governance
and Culture

Risk, Strategy,
and Objective-Setting

,E) Risk in Execution

Risk Information,
Communication,
and Reporting

I Monitoring Enterprise
B8} | Risk Management

10 Pearformance
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STRATEGY,
BUSINESS ENHANCED
OBJECTIVES, & PERFORMANCE
PERFORMANCE

MISSION, VISION &

CORE VALUES
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ENHANCED
VALUE

IMPLEMENTATION
& PERFORMANCE

MISSION,VISION, 4 STRATEGY BUSINESS
& CORE VALUES DEVELOPMENT OBJECTIVE
FORMULATION

Information,
Communication,

& Reporting

Review

Performance
& Revision

Strategy &

Governance
Objective-Setting

& Culture
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Three lines of accountability

15t line: Core business
2"d]ine: Support functions
3rdline: Assurance functions

* ZiKJ5 © Roles and Responsibilities, COSO ERM 2017, Appendix



First Line: Core Business

§415. Management is responsible for identifying and managing the performance and risks
resulting from practices and systems for which they are accountable. The first line is also
responsible for the risks inherent to the strategy and business objectives. As the principal
owners of risk, they set business objectives, establish acceptable variation in performance,
train personnel and reinforce risk responses. In short, the first line implements and executes
the day-to-day tasks to manage performance and risks taken to achieve strategy and business
objectives.

Second Line: Support Functions

§416. Support functions (also referred to as business-enabling functions) include management
and personnel responsible for overseeing performance and enterprise risk management. They
provide guidance on performance and enterprise risk management requirements, and evaluate
adherence to defined standards. Each of these functions has some degree of independence
from the first lines of accountability, and they challenge the first line to manage performance
and take prudent risks to achieve strategy and business objectives. In some entities,
independent teams without separate and distinct reporting lines may provide some degree of
challenge. These organizational functions or operating units support the entity through
specialized skills, such as technical risk management expertise, finance, product/service quality
management, technology, compliance, legal, human resources, and others. As management
functions they may intervene directly in modifying and supporting the first line in appropriate
risk response.



Third Line: Assurance Functions

$419.

Assurance functions, most commonly internal audit, often provide the last
line of accountability by performing audits or reviews of enterprise risk
management practices, identifying issues and improvement opportunities,
making recommendations, and keeping the board and executive
management up-to-date on matters requiring resolution.

Two factors distinguish the last line of accountability from the others:

the high level of independence and objectivity (enabled by direct reporting
to the board), and

the authority to evaluate and make recommendations to management on
the design and operating effectiveness of the entity overall.
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Internal audit provides independent and objective assurance and

advice on the adequacy and effectiveness of governance and
risk management. (35 : THE IIA’S THREE LINES MODEL, Principle 4: Third line roles)

It achieves this through the competent application of systematic and disciplined
processes, expertise, and insight.

It reports its findings to management and the governing body to promote and
facilitate continuous improvement.

In doing so, it may consider assurance from other internal and external providers.
o (FJE ¢ 35 B THE IIA’S THREE LINES MODEL, Principle 4: Third line roles)
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1. " Wﬁlﬁwﬁﬁu 5%|/:[\;7§7F%J (Internal Control-Integrated Framework),( COSOZ: & &, USA)

/KﬁBFﬁWﬁB?W%UEEUTEE'I (Guidelines for Internal Control Standards for the Public Sector,
The International Organization of Supreme Audit Institutions)
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3 lines of defense model(2013) %3 lines model (2020.7)

Three Lines Model

GOVERNING BODY
Accountabifity to stakeholders for organizational oversight

> Governing body roles: integrity, leadership, and transparency

INTERNAL AUDIT

Independent assurance

MANAGEMENT
. Actions (including managing risk) to
Th e Th ree Ll nes Of De‘fe nse M Od EI achieve organizational objectives
First line roles: Second line roles:
Provision of Expertise, support,
Governing Body / Board / Audit Committee products/services monitoring and

to clients; challenge on

managing risk risk-related matters
Senior Management
KEY: | /M Accountability, reporting © .|, Delegation, direction,

1st Line of Defense 2nd Line of Defense 3rd Line of Defens ' resources, oversight

Financial Control i i

Risk Management

Internal
Control
Measures

Internal

Management

Controls

Audit

Third line roles:
Independent and
objective assurance
and advice on all
matters related to
the achievement
of objectives

Alignment, communication
coordination, collaboration



The Three Lines of Defense Model

Governing Body / Board / Audit Committee

Senior Management

! ?

1st Line of Defense 2nd Line of Defense 3rd Line of Defense

Financial Control
Management o Risk Management Internal

Hpne jeusaixy

Control

Contrls | pegeures At

Risk management




The llA’s Three Lines Model

GOVERNING BODY

Accountability to stakeholders for organizational oversight

Governing body roles: integrity, leadership, and transparency

{1 {1

MANAGEMENT - Operating activity

Control activity

Actions (including managing risk) to
achreve organizational objectives

Ingependent assurance

:
,%
%
3
:

First line roles: Second line roles: Third line roles: I 1
Provision of Expertise, support, Independent and O N go In g monitorin 8
products/services monitoring and objective assurance .
to clients; challenge on and advice on all Se pa rate evaluatIOn
managing risk risk-related matters matters related to
the achievement
of objectives

KEY: qxhcmuntability_ reporting \L. Delegation, direction, : (_) Alignment, communication
; : resources, oversight coordination, collaboration
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The governing body
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AR (25 Management
3. NEFERZ Internal audit
SNER AN NEHE(EREAEZ  |External assurance providers
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o« EIAE : https://www.theiia.org/en/content/communications/2020/july/20-july-

2020-iia-issues-important-update-to-three-lines-model/

o i :

considered process) ’ %

H] 725K (Risk-based decision-making) - {%T‘é—{@%%%ﬂ@i@@(a

#EAE ELRL 7 M (analysis) ~ AR S (planning) ~ PREVTTE]

(action) ~ E;"Ef (monitoring) > DL K &1 Z(review) ° 5 ESAHETE SEIH & ¥ H

IR B T

° FIALE S GBS ENAT &

A considered process that includes analysis, planning, action, monitoring, and review,
and takes account of potential impacts of uncertainty on objectives. (35 @ THE IIA’S

THREE LINES MODEL)
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/A

The language of “first line,” “second line,” and “third line” is retained from the
original model in the interests of familiarity. However, the “lines” are not intended
to denote structural elements but a useful differentiation in roles. Logically,
governing body roles also constitute a “line” but this convention has not been
adopted to avoid confusion. The numbering (first, second, third) should not be
taken to imply sequential operations. Instead, all roles operate concurrently.(ZE)& -
THE 1IA’S THREE LINES MODEL, note 1)

AR R » B P 5—EaR , ~ | FER ) kB SER
HYFHEE f%%ﬁﬁ'ﬁ/\@ﬁﬁﬁz?mu(famlllarltv)rfﬂti —5 gL graprisey e, o
IR aH SR ZR A HY BL (17 (structural elements) » [TIE&E 77 A [E] A LR EHY A
to(differentiation in roles) °
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Some consider the roles of support functions (such as HR,
administration, and building services) to be second line roles. For
clarity, the Three Lines Model regards first line roles to include both
“front of house” and “back office” activities, and second line roles to
comprise those complementary activities focused on risk-related
matters. (Z€)J5 : THE IIA’S THREE LINES MODEL, note 2)

AL AR BE SR THAE (support function) YA & (B4 = AJTE A
(building) FE R FS) & 128 —1H&R - REALA - %%m

_FA

EUE T ~ R
BHA0T o
—IEARH A R
- E R
=5 T IEARAN A

%’E%@Q
/E\—P

&+ Al

HHR

%H

|:[( ‘front of house” )&&A ‘back office” /ééﬁ
A B Jl [f FH [68] 55T (risk-related matters)
E@?ﬁﬁﬁ%@](complementary activities) o
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In some organizations, other third line roles are identified, such as
oversight, inspection, investigation, evaluation, and remediation, which
may be part of the internal audit function or operate separately. () :

THE 1IA’S THREE LINES MODEL, note 3)
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Information Technology Audit Framework

2540 A ¢ Information Systems Audit and Control Association (ISACA)
a comprehensive IT audit framework:#{#Eg N7 EETH 7 2EHI|(stds) -

HE

1.

IT audit and assurance practitionersPr#3E Yt (roles) &7 B &
(responsibilities) ~ E{&E (ethics) ~ #YHAFHN B ZETT F(expected
professional behavior) » DL K2 i BAf 2 K1E5% ELF7 BE(required
knowledge and skills) >

EHEEFENEE (terms) FEL< (concepts) » B IT audit and assurance
AfAE - DI

FT¥F IT audit and assurance 2244/ T {E(engagements/ work) > it

FHZkplanning, performing &7 reporting” 55 [(guidance) 57 3 fiif
(techniques).
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STREREAE—  standards(mandatory) &7
guidelines, tools and techniques(nonmandatory assistance)

SYAEREAE
General standards |These principles apply to all engagements, including but not
(1000 series) limited to the IT audit and assurance practitioner’s ethics,
independence, objectivity and due care, as well as knowledge,
competency and skill.
Performance Deal with the conduct of the engagement,
standards such as planning and supervision, scoping, risk assessment,
(1200 series) resource mobilization, engagement mgt evidence, and the
exercising of professional judgment and due care.
Reporting standards | Address the types of reports, the means of communication, and
(1400 series) the information communicated.
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General stds

Audit Charter

Organizational Independence

Auditor Objectivity

Reasonable Expectation

Due Professional Care

Proficiency

Assertions

Criteria

Performance
stds

Risk Assessment in Planning

Audit Scheduling

Engagement Planning

Performance and Supervision

Evidence

Using the Work of Other Experts

Irregularities and lllegal Acts

Reporting stds

Reporting

Follow-up Activities
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Structured
and
Comprehensive

Principles (clause 4)

Leadership and
Commitment

Framework (clause 5)

Risk
Identification

Risk
Analysis
[ ]
Risk
Evaluation

Process (clause 6)

MONITORING & REVIEW

58
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framework

Integration

Improvement

Leadership and
Commitment

Implementation
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Process iz

Scope, Context, Criteria
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Process iz

Scope, Context, Criteria
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Risk Treatment

REiREERREEUNEE | —Eg X

Avoiding the risk

by deciding not to start or continue with the activity that gives rise to the risk.

Taking or increasing the risk in order to pursue an opportunity.

Removing the risk source.

Changing the likelihood.

Changing the consequences.

Sharing the risk

(e.g. through contracts, buying insurance)

Retaining the risk

by informed decision.

67
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Risk Treatment
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fnon-assurance service

Hadvice 7

COSO ERM Three Lin
Third Line: Assurance

es of Accountability
Functions §419.

Assurance functions, most commonly internal audit, often provide the last line of
accountability by performing audits or reviews of enterprise risk management practices,
identifying issues and improvement opportunities, making recommendations, and
keeping the board and executive management up-to-date on matters requiring resolution

N R EXEE
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3 ed 4th ed

General Standards General standards

1002 Organizational Independence | 1002: Organizational Independence

1003 Professional Independence | 1003: Auditor Objectivity
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ITAFwreporting stds(1400%.%1]) IT audit and assurance practitioners shall

Reporting |1.1 provide a report to communicate the results of each engagement.

1.2 ensure that findings in the audit report are supported by sufficient and appropriate evidence.
Follow-up |2.1 monitor and periodically report to those charged with governance and
Activities oversight of the audit function (e.g., the board of directors and/or AC) mgt’s

progress on findings and recommendations. The reporting should include a
conclusion on whether mgt has planned and taken appropriate, timely
action to address reported audit findings and recommendations.

2.2 Progress on the overall status of the implementation of audit findings

should be regularly reported to the AC, if one is in place.

2.3 Where it is determined that the risk related to a finding has been accepted
and is greater than the enterprise’s risk appetite, this risk acceptance should
be discussed with senior mgt.

The acceptance of the risk (particularly failure to resolve the risk) s/b brought to
the attention of AC (if one is in place) and/or the board of directors.
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| TAF Reasonable expectation

IT audit and assurance practitioners shall have reasonable expectation that

the engagement can be completed

in accordance with applicable IT audit and assurance standards and,
where required, other industry standards or applicable laws and
regulations that will result in a professional opinion or conclusion.

IT audit and assurance practitioners shall have reasonable expectation that
the scope of the engagement enables a conclusion on the subject matter and that any
scope limitations are addressed.

IT audit and assurance practitioners shall have reasonable expectation that
mgt understands its obligations and responsibilities with respect to providing
appropriate, relevant and timely information required to perform the engagement.
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